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Abstract

Identifying anomalies in computer networks is a challenging and complex problem. Often,
anomalies occur in extremely local areas of the network. Locality is complex in this setting, since
there is an underlying graph structure. To identify local anomalies, a scan statistic is introduced
for data extracted from the edges of a graph over time. Two shapes are described for capturing
locality in the graph: the star and the k-path. The use of the path as a scan window is novel.
Both of these shapes are motivated by hacker behaviors observed in real network attacks. These
shapes are enumerated over the entire graph, over a set of sliding time windows. Local statistics
in each window are compared with their historic behavior to capture anomalies. These local
statistics are model-based, and two models motivated by network flow data are presented. Data
speeds on larger networks require online detection to be nimble. An anomaly detection system
was therefore designed that achieves far better than real-time analysis speed, as applied to Los
Alamos National Laboratory’s (LANL’s) entire internal network (~20,000 hosts). In addition,
a result from our analysis of an actual month’s worth of data from LANL’s internal network is
given.
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1 Introduction

In this work, we consider the problem of detecting locally anomalous activity in a set of time-
dependent data having an underlying graph structure. Our motivational data set, a large computer
network, yields graphs on the order of 20,000 nodes and 90,000 edges, every 30 minutes. A method is
described to identify attacks occurring in this network in real-time. In particular, we are interested
in identifying local regions within the graph that have deviated from historic behavior in some

window of time.

Count

Figure 1: Plot of the communications between two machines in Los Alamos National Laboratory’s (LANL’s)
internal network. The plotted value is number of NetFlow connections per minute. The flows originate at a
specific user’s machine, and the destination is a server providing virtual desktop services.

The data used to illustrate this method was obtained from NetFlow records [Phaal et al., 2001,
Lyons, 1997, Brownlee et al., 1999] gathered from one of LANL’s internal networks over 30 days,
starting January 30, 2010. In terms of a graph, Internet Protocol (IP) addresses define nodes and
any communications between IPs define the existence of a directed edge between those IPs in the
graph (resulting in a total of 558,785 edges). NetFlow data consists of connection layer information,
from which the number of connections originating at the source of the directed edge and bound for
the destination is extracted and binned by minute to produce the data set.

A plot of one of these edges is given in Figure 1. It should be understood, however, that there
is an enormous variety of behavior amongst edges in computer networks, and this plot obviously
does not capture that variety. For brevity, however, we omit a more comprehensive description of
the edge data. On the other hand, this edge does represent many edges where a human actor is
present on the originating machine.

To help clarify the approach, an anomalous scenario that is of interest is described. Consider
an attack by a hacker on a computer network. A common initial stage of the attack is to infect
a machine on the network using malicious software. One method for initial infection is known as
a phishing attack, where an email that includes a link to a malicious website is sent to a set of

users on a network. When the user clicks on the link, their machine becomes infected, giving the



attacker some form of access to the machine.
The attacker generally cannot dictate which ma- e.

chine is infected, and the initial host is usually not

Step 1 Step 2 Step 3

the ultimate target of the attack, if there is a pre-

defined target. Instead, the hacker may wish to Figure 2: A traversal attack. Step 1: Initial in-

fection and local search. Step 2: First traversal
move to other machines in order to locate and ex- has occurred, and further search is performed.
Step 3: A full traversal has occurred. This shape
is denoted as a caterpillar.

tablish broad presence in the network for later exploitation. Therefore, from this initial host, the

filtrate valuable data, escalate privileges, or to es-
attacker may proceed to other hosts, hopping from one to the next; see Figure 2.
]“ V }‘ As the attacker traverses the network, he creates anomalous
. ‘Hﬂ g.
activity in the time series of communications along each edge he

traverses (see Figure 3). The union of these anomalous edges in

some interval of time describes the anomaly that we seek to detect.

1.1 General Approach and Organization of This Work

Figure 3: Hacker effects on We are interested in testing the null hypothesis that all edges in the
the time series of data between

two machines. Upper: normal graph are behaving as they have historically, versus the alternative
activity between two machines.
Lower: hacker acts in addition to
normal activity to create anoma- accomplish this goal, a method has been developed, based on scan
lous edge.

that there are local shapes of altered activity among the edges. To

statistics, to examine each of these shapes in the graph over sliding
windows of time.

Scan statistics have been widely used to detect local clusters of events [Glaz et al., 2001, Kull-
dorff, 1997, Naus, 1982, Loader, 1991]. The idea is to slide a window over a period of time and/or
space, calculating a local deviation statistic. The most extreme of these is known as the scan statis-
tic, which is used to decide if there is any deviation from historic behavior in the local window.

In this work, the focus is on two basic shapes in the graph: stars and paths. While the use of
stars as a scan object has been examined [Priebe et al., 2005], the path scan object is novel to the
literature. The case is made for basing the scan statistic on paths to discover anomalous traversal
using both simulated examples and the internal network at LANL. It is important to note, that
it is the union of these basic shapes which ultimately forms the detection region (see Section 2.2).
The basic shape is only the building block upon which the detected anomalous shape is based.

The unions of both path and star anomalies (see Section 2.3) have been observed in attacks in

LANL’s computer network. A star anomaly is indicative of a hacker using a compromised machine



to attempt to connect only to machines it has immediate access to, creating anomalies on multiple
edges emanating from the compromised host. A path anomaly indicates a more subtle attack,
which is a sequence of traversals from each host in the path to the next. The caterpillar anomaly,
which is a mixture of stars and paths, is also discussed.

This approach was designed to monitor a computer network in real time, and any scheme applied
to computer network data at an enterprise-level (20,000 or more individual IP addresses) needs to
be fast. Yet, in order to identify highly local anomalies, the system needs to monitor many small
windows simultaneously. A prototype monitoring system has been designed and implemented that
is capable of examining an extremely large number of local objects in a corporate-sized network in

real-time.

1.2 Related Work

Fast statistical anomaly detection on streaming data has become an important area of research
given the proliferation of data over the past few decades, and the need to detect quickly the event
that a process has changed significantly from past behavior. Applications can be found in many
areas including engineering [Chandola et al., 2009], computer science [Forrest et al., 1996], and,
specifically, in communications networks [Mukherjee et al., 1994, Lambert and Liu, 2006, Yeung
and Ding, 2003, Chandola et al., 2009].

In many cases, the data can be represented as a graph [Kolaczyk, 2009]. Nodes represent actors
sending and receiving data, and edges represent communications between nodes. Anomalies can be
detected in the changes to the structure of the graph [Priebe et al., 2005, Collins and Reiter, 2007,
Noble and Cook, 2003]. These methods tend to lack fine-grained locality, which is addressed by using
path scans in Section 2.3. Another approach would be to aggregate all communications emanating
from each node, and consider nodes to be independent [Yeung and Ding, 2003, Mukherjee et al.,
1994]. However, in many networks, node behavior may not be independent, and different edges may
have significantly different behavior over time. In addition, traversal cannot be captured by only
analyzing node behavior. Thus, in the problem considered here, modeling each edge is desirable.

In Heard et al. [2010], individual edges are modeled, and a Bayesian testing framework is
proposed to test the anomalousness of each edge, without consideration of other local edge anoma-
lousness. These edges are then passed to a secondary analysis that looks for centrality in the graph
constructed from the edges that were detected in the initial pass. Centrality in the anomalous edge
graph can be detected in this way, but simultaneously testing multiple local sets of edges will have

increased power to detect locally anomalous behavior. For example, if two anomalous edges were



connected by a non-anomalous edge, this possible traversal path would likely be missed by the
technique in Heard et al. [2010], but is a valid anomaly in many settings. In addition, when data
speeds are high, a fully Bayesian treatment may pose computational difficulties, unless the model
is parsimonious enough for sequential Monte Carlo [Doucet et al., 2001].

Scan statistics have been used to detect anomalies in the Enron email graphs [Priebe et al.,
2005]. While they scan for anomalies in the out degree of every node in the graph over time (a
star shape), this method examines any general shape the user wishes to define. One conclusion of
this work is that paths capture very general anomalous shapes, but star anomalies are too global
to identify very localized anomalies.

Paths have been examined in the context of vehicular traffic in Lu et al. [2009], using a similarity
metric to compare paths, and then clustering to find outliers. This method, however, assumes that
path values that can be clustered are observed. On the contrary, in this work a statistically rigorous
method to infer anomalous shapes from the network without any prior knowledge about traversal
by individual actors is proposed.

Many of the methods mentioned above are intended for much smaller graphs than this method
proposes to address. We have a data set that is difficult to come by: a record of all of the
communications between individual computers on a large corporate-sized network. This data is
recorded continuously with second level resolution, or better, and has been archived for the past
decade in some cases. The objects (paths) monitored number in the hundreds of millions per 30
minute window, and the proposed method is able to analyze these objects in under 5 seconds. The
sheer size of this endeavor, we believe, separates it from most other work on graph-based scan
statistics, and anomaly detection in general. The telephone network literature [Lambert and Liu,
2006, Lambert et al., 2001] alone monitors larger networks than ours, but not in a graph based

setting, instead monitoring aggregation points in the network.

2 Methodology

In this section, the methodology behind scanning for local anomalies in a graph over time is de-
scribed. Windowing in this space is discussed, followed by the definition of the scan statistic.

Finally, the star and the k-path are discussed.

2.1 Windows in the Cross Product Space

Sets of windows in the Time x Graph product space are described, which are defined as fol-

lows. Let G = (V,E) be a graph with node set V and edge set E. For each edge e € F,



at discrete time points t € {1,...,T}, a data process X.(t) is observed. Denote the set of
all possible time windows on all edges e over discretized time intervals (s,s + 1,...,k) as Q =
{le,(s,s+1,...,k)]:e€ E,0<s<k<T}.

The set of all subsets of edge-time windows, I' = {{w1,ws, ...} : w; € Q}, is usually very large.
However, we are normally interested in only a subset, I's; C I', that contains locality constraints
in time and in graph space, and we therefore restrict our attention to sets of windows v € I'.
For example, Figure 4 shows a window 7 coming from a I's given by the set of all 3-paths (more
formally defined in Section 2.3), where the time component is a set of equal intervals on each edge

in the path.
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Figure 4: The windows -y are sets of edges along with time intervals on each edge. In this example, a 3-path
with a set of equal time intervals (indicated by brackets) is given.

For convenience, denote X () as the data in the window given by 7. Assume that for any time
point ¢ and edge e, X.(t) can be described with a stochastic process (specific examples are given in
Section 3) with parameter function given by 6.(t). Denote the values of the parameter functions
evaluated in the corresponding set of windows v by 6(y). Finally, denote the likelihood of the
stochastic process on 7 as £(0(7)| X (7)).

2.2 A Scan Statistic for Windows in the T7ime x Graph Space

The hypothesis test revolves around whether the data in a window could have been produced by
some known function of the parameters 9(7), versus alternatives indicating that the parameters
have changed. That is, given that X (y) = x(v) is observed, we would like to test whether Hy :
0(v) = 9(7) against alternatives that can be formed by restricting the overall parameter space, ©,
to a subset @4 C ©. The generalized likelihood ratio test statistic (GLRT) is a natural statistic
to use. Let L (9(’7)’$(’7))

=28 Sippee, £60) () W

The size of A, depends on the number of parameters being tested in the window, making it difficult

to use directly. To address this issue, A, is normalized by converting it into a p-value, p,. These



p-values are discussed in detail in Section 3.6.

To scan for anomalies in the (Time x Graph) product space, all windows 7 are examined,
keeping track of the scan statistic ¥ = min,, p,. In practice, thresholding must be done on the set
of p-values, and so more windows than just the v corresponding to ¥ should be considered. For
online monitoring, a threshold on the p-values is set to control the false discovery rate [Benjamini
and Hochberg, 1995]. This threshold setting is described in more detail in Section 3.7, but we
emphasize that generally, when a detection occurs, a set of windows (not just one) are detected,
and so the union of these windows is the detected anomaly produced by the system.

So far, the description of I'y, the set of sets of windows to be scanned, has been very general. In
the next section, more specific window shapes for detecting anomalous computer network behavior

are described.

2.3 Local Shapes: Stars and Directed k-Paths

The approach described in Section 2.2 can be used for batch (retrospective) or online (prospective)
processing. But graphs are combinatorial in nature. For a fully connected graph with n nodes,

the number of subgraphs is 27?1,

This motivates the need for an extremely restricted set of
graph windows, especially in the online setting. To this end, windows are constructed that are
appropriate for identifying specific shapes of anomalies.

Directed k-Paths. Since a primary motivating example is that of hacker traversal in a computer
network, we suggest a specific type of subgraph for online monitoring: directed k-paths. A directed
k-path is a subgraph of size k, which has diameter k. Here, size is the number of edges in a graph,
and diameter is the greatest distance between any pair of nodes. Informally, this means that a
k-path is a sequence of edges where the destination node of the current edge in the sequence is the
source node of the next edge in the sequence, and so on.

The k-path has the advantage that it captures the core of many network attacks, since the
attack is described by a path through the network, with additional edges as “fuzz” around this
core path (as was depicted in Figure 2). This attack shape has been observed in actual attacks
on LANL’s network, and is therefore an important focus of this work. In addition, the k-path is
highly local, allowing for the detection of very small anomalies. Finally, unions of k-paths form
very general subgraphs, the only restriction being that the union graph’s diameter must be at least
k.

In the simulation and real data studies described in Sections 4 and 5 respectively, 3-paths were

chosen. 3-paths have the advantage of locality, but are also large enough to capture significant



traversal. But in order to scan every 3-path in the network graph, they must first be enumerated.
This can be non-trivial for many graphs. In a fully connected graph with n nodes, eliminating cycles
and back edges, there are n(n —1)(n —2)(n — 3) 3-paths. In reality, our network graph is much less
connected. However, in a 30 minute window of time, if only edges with non-zero activity in that
window are included, a graph that contains around 17,000 nodes, 90,000 edges, and 300 million
3-paths is obtained. While the entire set of n(n — 1)(n — 2)(n — 3) possible 3-paths are effectively
scanned, anomaly measures on paths with an edge that has no activity in the current time window
are not calculated. Since a hacker needs to make at least one communication to traverse an edge,
no activity on an edge indicates no traversal over that edge, and a path containing the edge should
therefore not be considered anomalous (in the time window of interest).

Due to the large number of 3-paths, it is important to be able to enumerate paths quickly if we
hope to maintain a near real-time response capability. A fast, parallel C library has been written
for this purpose. At the core of the library is an algorithm that enumerates paths, a description
of which can be found in the Supplementary Material. This algorithm uses very little memory,
and is trivially parallelizable. In the simulations discussed in Section 4 and the real data example
discussed in Section 5, enumeration and testing using the models described in Section 3 on 30
minute windows consisting of roughly 300 million paths was accomplished in under 5 seconds per
window, using a 48 core commodity machine. This allows us room to add complexity to the models,
and handle larger graphs than the already sizable graphs currently being analyzed, while keeping
up with real-time data streams.

Stars. Stars are another interesting shape for monitoring com- @ ®
munication networks. Stars are defined as the set of edges whose @ @
source is a given central node; see Figure 5. While these shapes are

not very localized, especially for high out-degree nodes, they still @
pick up star-type anomalies rather well.

It will be seen that paths have the ability to describe more o
subtle anomalies than star windows, but star windows generally ) @
outperform paths on large star anomalies. Figure 5: Example Out-Star,
Time Intervals. In this work, the time component consists of the centered at node v.
same interval of time over every edge in the graph window. This
will detect anomalies that occur in the same time window for each edge in the shape. There are
more elaborate options such as telescoping time windows [Djidjev et al., 2011], which are useful if

we wish to cater to specific protocols like the Secure Shell protocol.



3 Modeling, Estimation, and Hypothesis Testing

In Sections 4 and 5, the scanning procedure is illustrated using data extracted from LANL’s internal
network. The data is organized in the form of edges — the sequence of counts of communications
between two individual machines. It is desirable to model at the resolution of edges, not at the
resolution of the shapes -, for computational reasons. Therefore, a study of the correlations among
edges connected in a path is performed to justify an assumption of independence between edges.
Following that, a description of two models motivated by the distribution of data on edges over

time, including estimation, hypothesis testing, p-value calculation and thresholding is given.

3.1 Switching Processes in Edge Data

As can be seen in Figure 1, it is common in computer network data to observe a switching process.
Intuitively, for many edges, this switching is caused by the human presence on the network. If a
user is present at a machine, she may make non-zero counts on edges emanating from that machine.
But in many minutes, even though the user may be present, she may not be making non-zero counts
on this edge, since she may be communicating with some other machine, or not using the network
at all. It is only clear that when she is not there, zeros will be observed on this edge.

This presence/absence induces a switching process between a purely zero count emission and
a higher activity count emission. While, intuitively, there will be higher counts in the middle
of the day than at night, in this work homogeneous models are used for the sake of simplicity.
The simulation models were chosen to approximately reflect the data, but the focus here is on
the method of scanning, and not on modeling of edges. More sophisticated models specifically

capturing diurnal and weekly trends are a subject of further work.

3.2 Independence of Edges in a Path

In order to scan for anomalous shapes, it is necessary to have models that describe the behavior of
the data in the window v under normal conditions. The number of enumerated subgraphs tends to
scale exponentially with the number of nodes, however, and an assumption of independence among
the edges in the shape facilitates scaling the computations required to process graphs at line speeds,
under reasonable memory requirements. This is because edge independence only requires models
(and the storage of their parameters) for each edge, whereas non-independence might require models
for each shape, of which there may be many hundreds of millions, if not billions. Therefore, an

examination of the assumption of independence among edges connected in a path is given below.



This study utilized LANL NetFlow records over a 30 day period. For each edge, the data
consists of a per-minute recording of the indicator variable which is 1 if there is activity on that
edge in that minute and zero otherwise. This results in a sequence of 40,320 binary values for
each edge. The sample correlation between pairs of edges connected in a 2-path was measured, to
determine how much linear relationship is present within paths. In this data set, there were a total

of 311,411 2-paths.

In Figure 6, a plot of the empirical cumula-
99999 /

tive distribution function for the R? statistics is as00 P
given. Half of all squared correlations were less 5o | /

than 0.002%, and only 1 in 1000 had R? value

—

of larger than 6%. Those 2-paths with evidence

Quantile

of correlation will need to be examined further,
and in future work we intend to model depen-
dencies between edges as needed. However, as

indicated by Figure 6, correlation between con-

nected edges in a path is rare. Therefore, for P N N
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sumed, making computation and storage sub- Figure 6: Empirical CDF of the squared correlations
between pairs of edges connected in a 2-path.

the rest of this study, edge independence is as-

stantially less burdensome.
Note that under the independence assumption, the path GLRT in (1) can be expressed as

A=A (2)

ecy

where A, are the GLRT scores on each edge in window . Thus to compute A, for all A € I'y, we

only need to compute A, for each edge e, and combine these scores using simple addition.

3.3 Model Descriptions

The first and simplest model is a two-state observed Markov model (OMM), which emits a binary
value denoted B;. If there was a non-zero count in time bin ¢, then By = 1, otherwise B; = 0.
This model has two parameters, poy = P (B; =1|B;-1 =0) and pjg = P(B;=0|B;-1 =1).
Let by,...,bx be the observed values of By, ..., By for a given edge. Then the likelihood is given
by

L(por; prolbr, -, bn) = (1 = por1)"*pa1' pig’ (1 — pro)™ (3)
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where n;; is the number of times that the consecutive pair (b = ¢,biy1 = j),4,5 € {0,1} was
observed in the data. The initial state is assumed to be fixed and known. While this model
captures the switching behavior seen in Figure 1, it ignores the distribution of non-zero counts, and
also does not allow for zeros to be produced in the high state.

To address these shortcomings, a two-state hidden Markov model (HMM) [Rabiner, 1989] is
employed. This model has a degenerate distribution at zero for the low state, and a negative
binomial emission density in the high state. Negative binomial emission densities do not suffer from
the equidispersion property of the Poisson [Pohlmeier and Ulrich, 1995], and a good justification
for using them to monitor for anomalies in network counts is given in Lambert and Liu [2006].
Note that this model is similar to the hurdle models described in Heard et al. [2010] and elsewhere,
with one important distinction: the high-state is allowed to emit zeros. We believe that this is
important in modeling our data. Again, referring to Figure 1, zero counts are interspersed with
the non-zero data, but are still clearly a part of the ‘active’ state. Intuitively, think of the active
state as “the user is present at the machine,” and therefore likely to make communications, not as
“the user is making a communication on this edge.”

Following the notation in Rabiner [1989], the observed counts, Oy, follow a “hidden” two-state
Markov process, call it ;. The transition parameters are given by pg; = P (Q: = 1|Q¢—1 = 0)
and pyp = P(Q¢y=0|Qi—1 =1). The emission densities in each state are parameterized as
do(Or) = P(O|Qy = 0) = I(Oy = 0) and di(0;) = P(O¢lp,s,Q¢ = 1) = NB(O¢|p,s) where
I(-) is the indicator function and N B(:|u, s) is the Negative Binomial density function with mean

1 and size s. The likelihood is given by
L(po1, p10, p, plO1, ..., ON) = Z T Z dg, (01)Pg1g2dg5(O2) -+ Pgn_1gn dgn (ON) (4)
a an

More details are given in the Supplementary Material.

3.4 Pooling and Estimation

The exact number of edges with any non-zero activity seen in the month of training data was
558,785 edges, and parameter estimates were required for each of these. But many of these edges
were very sparse, and, therefore, there was not much opportunity to observe high state counts.
To perform the estimation, edges were pooled together according to pu., the average number of

non-zero counts per day for each edge (averaged over all 30 days). Two Edge Types are defined:

11



e FEdge Type I (ne > 1) consists of those 252,165 edges (45%) for which there were at least 30
time bins with activity during the 30 days, and hence there was sufficient data to estimate
an individual model. The maximum likelihood estimates (MLEs) are used to estimate the

parameters on each of these edges.

e Edge Type II (pu. < 1) consists of the remaining 306,620 edges (55%). These edges will share
a common parameter set, in order to borrow information across very sparse data. The set of
edges ¢ such that ps was among the 1,000 largest p. values in Edge Type II is then extracted.
Parameters on each of these edges are estimated, and the mean of these parameter vectors is
the parameter vector used for the common edge model of Type II edges. Since the tests are
focused on increased activity, taking the largest 1,000 p will ensure that the models are not

overly sensitive on these low count edges.

Maximum likelihood estimates for the parameters of the OMM are given by pg; = nogﬁlnm and

n10
nio+nii

P1o =

Maximum likelihood estimates of the HMM parameters have no closed form, so an expectation-
maximization (EM) approach is used to maximize (4). Details are given in the Supplemental
Material.

Estimation of 252,165 edges was somewhat intensive. Our C-code estimates edges at a rate of
approximately 10.6 edges per minute per cpu, using a 48-core commodity machine, taking a total
of just over 8 hours to estimate parameters for all edges. This is quite sufficient for our needs, since
the full parameter estimation scheme does not need to be performed/updated at the time scale of

the scan windows in practice. Rather, this updating can be done nightly or weekly, for example.

3.5 Alternative Hypotheses

In order to obtain a GLRT, the overall parameter space needs to be restricted to allow for alter-
natives which reflect the types of hacker behavior we wish to detect. These are intentionally kept
general, in order to catch a variety of behaviors. We postulate that hacker behavior causes increases
to the MLEs of parameters governing the models. This is due to the fact that the hacker must act
in addition to the normal behavior on that edge. Specifically, referring to the OMM, we propose
that hacker behavior causes an increase in the probability of transitioning from the inactive to the
active state:

Hy : por = po1  versus Hp : po1 > po1 (5)

where pg1 is the historic MLE.

12



In the HMM setting, there are more options. Three combinations of parameter changes will be

tested:

Hp :po1 > por, Hy:p>p, Hp:pot>por and p> fi (6)

In each case, the null hypothesis is that the parameter or two-parameter pair is equal to its historic

MLE value.

3.6 P-value Calculation

We seek a p-value for the observed GLRT statistic, A,. Under mild regularity conditions, the
GLRT is asymptotically x? with degrees of freedom equal to the number of free parameters in © 4.
However, this does not hold when the true parameters are on the boundary of ® 4 (Casella and
Berger [2001], pg. 516). If the true parameters are on the boundary, as in the restricted tests (5)
and (6), there will be a point mass at zero in the distribution of A,. In the simplest case where
the dimension of © 4 is one and the true parameter is on the boundary, A, will be distributed as a

mixture of 0.5 mass at zero and 0.5 times a x? distribution.

Star p-values. The simpler of the two shapes, the star, is covered first. The number of stars
in a graph is just the number of nodes, and therefore, for each node v, we can afford to model the
distribution of the GLRT Ay = 3. puredges

Let A, have the distribution of the A,. A, is modeled as A, = B, X,, where B,, ~ Bernoulli(p,)

() Ae for the star around v (see (2)).

and X, ~ Gamma(7,,1,). Since all A\, in the sum could be zero, A, must have a point mass at
zero, which is captured by B,. To model the positive part of the distribution for A,, the Gamma
distribution is attractive since the asymptotic distribution of A, is the sum of independent zero
inflated x? distributed random variables, and the sum of y? random variables is a special case of
the Gamma. The log-likelihood of N independent, identically distributed samples is given by

N
Up,7,m) =D T\ = 0)log(1 —p) + I(Xi > 0) [(T — 1) log i — Ai/n —logT'(7) — 7logn] . (7)
i=1
To estimate 7, and 7, direct numerical optimization of (7) is used, spanning 10 baseline days
of non-overlapping 30 minute windows, for each star centered at node v. Denote the MLEs as
(v, Tvs ). Then for an observed \,, the upper p-value is calculated by P(A, > A,) = pp(1 —
Fr(Ay|7y, w) where Fr is the Gamma CDF.

Path p-values. Unlike stars, the large number of paths makes modeling A\, for each path pro-

hibitively expensive, both in computation time and memory requirements. Instead, a model for
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each individual edge is built, and p-values are then combined during the path likelihood calculation.

For each edge e, let A, have the null distribution of e’s GLRT scores, A.. Again, a zero-inflated
Gamma distribution is used to model this. Now, however, it will be on a per-edge basis. Once
again, this model is motivated by the fact that asymptotically, the null distribution of A is a zero
inflated x2.

Let A, = B.X, where B, ~ Bernoulli(p,), and X, ~ Gamma(7e,n), with edge specific shape
T. and shared scale n. That is, two free parameters exist for each edge, p. and 7., and a common
scale parameter is assumed for all edges, . The importance of the common scale parameter will
become clear shortly. MLEs pe, 7., and 7 are estimated from non-overlapping 30 minute windows.
The likelihood is similar to (7), but since each edge has its own 7., and a shared 7, an iterative
scheme has been developed which alternates between estimating n for all edges, and then, for that
fixed 7, estimating individual 7.. Since each step of the iteration increases likelihood, the overall
procedure increases likelihood.

Once the edge models are estimated, all of the information needed to calculate path p-values is
available. Let A, =3 eepath B X.. The 3-path exceedance p-value is the mixture exceedance given

by

1 1 1
P(A, > ),) = Z Z Z (By = by)P(By = by) P(B3 = b3) P(A, > Ap|b1, b2, b3)
b1=0b2=0b3=0

3
5055511 (ST | CREY P SO 8
j=1

0b2=0 b3 =1

where we used the fact that the sum of Gamma random variables with common scale parameters

is again Gamma.

3.7 Threshold Determination

In the simulation study in Section 4, to obtain thresholds, 10 days of per-minute counts were
simulated for each edge with no anomalies introduced. In real settings, such as that described in
Section 5, false discovery rates cannot be measured, since any data we use may have anomalies in
it. Therefore, we term them “discovery rates” instead of false discovery rates.

In either case, a 30 minute window is slid over time, offset by 10 minutes, over the 10 days of
either simulated or real data, calculating the minimum p-value in each window. To achieve a (false
in the case of simulation) discovery rate of 1 alarm per day, one might take the tenth smallest p-value
in the resulting list of p-values. But since the windows overlap, we choose to be less conservative,

by counting minimum p-values resulting from consecutive windows on the same path as a single
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p-value, and finding the tenth smallest minimum p-value associated with non-consecutive windows.
In this way, alarms over several overlapping windows only contribute one alarm to the threshold

determination, which is exactly the way an analyst would view a series of consecutive alarms.

4 Simulation Study

In this section a series of simulations is described, applying the graph scanning approach to a
variety of models and test types. For a given anomaly type and model, the simulation involves the
following general steps:

1. For each edge, estimate historic parameters from the full 30 days of LANL data (see Section
3.4)

2. Using the models estimated above, generate 30 days of simulated data, and fit models for the
distribution of the A, scores resulting from scanning this simulated data (see Section 3.6)

3. Obtain a p-value threshold from an additional 10 days of simulated, non-anomalous data (see
Section 3.7)

4. Simulate 100 days of minute data on each edge according to the historic estimates, except
for the set of anomalous edges, where the model parameters are adjusted to introduce an
anomaly (more detail is provided in Section 4.1)

5. For each of the 100 days of scanning

(a) Slide a window of length 30 minutes over the day, offsetting each consecutive window by
10 minutes

(b) Within each window, select the edges of the entire data set for which there was at least
one non-zero count in the window. This creates a subgraph of the overall graph

(c¢) For this subgraph, enumerate all 3-paths, and calculate their p-values

(d) If any path in this window has a p-value below the threshold, record all such paths, and
examine no further windows for this day

The idea behind step 5(d) above is that once an anomaly is detected, the system would pass the
results to an analyst. This analyst would possibly shut down the machines involved, and determine
what, if any, true malicious activity was present, before allowing the machines back on the network.
Therefore, these first detection graphs are the only graphs analyzed in the results section, since
for any further windows in the day, the anomaly would not be present in the data after forensic

analysis was performed.

4.1 Anomalous Paths

In order to better understand the system performance on anomalous paths that traverse different

parts of the network, two different paths were chosen for which anomalous counts would be gen-
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® Anomalous Path
® Additional Anomalous Caterpillar
© Other

(a) Path/Caterpillar A (b) Path/Caterpillar B
Figure 7: Path and Caterpillar Anomalies. For each core path, the anomaly is plotted, along with the
directly connected edges for context. Red edges and nodes give the core path, and additional caterpillar
edges are plotted in purple.

erated. The first path (path A) is meant to be representative of paths traversing through heavily
connected nodes. The second path (path B) traverses more lightly used machines. Paths A and
B are depicted in Figure 7. The red path in each figure indicates the true anomalous edges. The
purple edges are part of a separate caterpillar anomaly, discussed in Section 4.2. All other green
edges in the plot are either from or to a node involved in the anomalous path and are provided for

context.

Node 1 Node 2 Node 3 Node 4 | CGS
Path A | 2640 / 240 | 141 / 89 | 5131 / 1446 | 95 / 65 | 220640
Path B 6 /13 13 /23 6 /43 22 /55 | 8931

Table 1: In / Out Degrees of Nodes in Anomalous Paths

The number of in and out edges for each node (degree) in each of the two path types is sum-
marized in Table 1. In addition, the Containing Graph Size (CGS) is given, which is the number
of edges in the union of all 3-paths in the graph which contain at least one of the truly anomalous
edges. Thus, the CGS is the number of unique edges that are part of any 3-path that passes through
at least one of the truly anomalous edges. Observe that the CGS of Path A is roughly 39.4% of
the entire edge set, while path B’s CGS is only 1.6%.

Anomalous Parameter Settings To simulate a path anomaly, the estimated parameters in each

16



edge of the anomalous path are modified before simulating, but the historic parameters for all other

edges are used.

In the OMM simulation, the anomaly was Type | Anomalous Parameter Change
created by letting pgi°™ = po1 + 0.2 on each of P PERO™ = Ho; + 0.2
the anomalous path edges. This increase was M panem — 41
arrived at after consulting with cyber-security B PEIO™ = poy + 0.2, pnom = fi 4+ 1

experts, whose intuition was that a likely hacker )

Table 2: HMM Anomalous Parameter Settings
behavior could be to transition to the active state once every two minutes. A more conservative
approach was taken, by inserting a one in five minute anomaly. In the HMM simulations, three
types of anomalies are summarized in Table 2. The high state mean was raised in the M and B
anomaly types, reflecting the fact that a hacker may act in a way that increases the historic mean

by one count per minute. All parameters not mentioned in each type are left at their historic MLEs.

To be specific, the historic and anomalous parameters for each path type are given in Table 3.

Model Path Edge po1  pir°™  Dio i} ponom 3
OMM A 1 0.03 0.23 050 NA NA NA

2 0.01 021 1.00 NA NA NA
3 0.02 0.22 097 NA NA NA
B 1 0.07 027 097 NA NA NA
2 0.02 0.22 090 NA NA NA
3 0.02 022 099 NA NA NA
HMM A 1 0.01 021 100 344 444 43284
2 3e-4 020 2e-3 047 147 123.30
3 0.02 0.22 097 343 443 19.07
B 1 0.05 025 096 032 132 121.82
2 0.04 0.24 0.67 0.50 1.50 150.84
3 022 042 093 035 135 121.82

Table 3: Changes to Model Parameters for Anomalous Paths. "~ indicates historic parameter estimates, anom
indicates anomalous parameter settings.

Path Scanning Results The results of using paths to detect the simulated path anomalies de-
scribed above are briefly summarized. For a more detailed analysis of the simulation results, refer
to the Supplementary Material.

For each model, a box plot of the time to first detection is given in Figures 8 and 9. Recall
that for each of 100 days, the scanning was performed on 30 minute windows, slid by 10 minutes,
until any path’s p-value was smaller than the false discovery rate threshold (as determined by the
method described in Section 3.7). This first daily detection time is the statistic plotted in the box
plots. The value to the right of each box plot, denoted PD, gives the percentage of the 100 days in

which any window was detected.
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In Figure 8, the time to first detection box

Path PD
plot for the OMM simulations is given. In both A - -+ 000 oo 1.00
dr—---+ 1.00
Path A and Path B, at least one path was de- B : : °ce°° : °°° : T
0 5 10 15 20

tected in each of the 100 days. Detection oc-
Figure 8@ OMM Time to First Detection. The z-axis

curred more quickly in the day for Path A than represents the time window of first detection, in mul-
for Path B, and reflects the fact that there were tiples of ten minutes.
many more paths traversing Path A than Path

B, and therefore there are more chances per time window to detect at least one edge in Path A.

Similar box plots for the HMM Anom Test Path PD
simulation time to first detection are B B A - o 1.00
given in Figure 9. The columns on the B - leoo 1.00
left of each plot indicate the combi- MooATR 1.00

B o I -amo 1.00
nation of type of anomaly introduced
P A — -0 1.00
(Anom) (see above), parameter com- B --w o 1.00
bination being tested (Test) (see Sec- M B A T F-------------- 4 0.95
tion 3.5), and which path was truly B v 1 Formmmmmmmee 41090
M A CI————3----enmmeemmeee- ’ 0.93
anomalous (Path) (see above).
B - - + o [092

Figure 9 illustrates that Path , g A Do 1.00
A anomalies were detected rapidly B r--n-- 1 I b oo + | 059
on every example except for the M P AqDoo 1.00

- o rene-e- — —TPEREPRE .
anomaly. To see why this is so, refer B to|o4e

to Table 3, and recall that in the M
0 20 40 60 80 100 120 140

anomal as not anomalous. The . . . . .
Yy Po1 W Figure 9: HMM Time to First Detection. The z-axis represents

historic pg; is very low on Path A. In the time window number of first detection, in multiples of ten
addition, the historic p is relatively e,

high on this path. These two parameters work together to make the detection of an anomalous
mean difficult.

Nevertheless, Path A was consistently detected earlier than Path B on the same anomaly/test
combination. Again, this is explained by the fact that more paths intersect Path A, and therefore
there are more chances to test paths containing some of the edges in Path A than Path B. Path B
took far longer to detect, on average, than Path A on the P anomalies. This is in part due to the

historically high pp; on Path B, as compared to Path A (again, see Table 3). In addition, edge 2
on Path B had a relatively low p1g. Therefore, if the edge enters the high state, it stays there for
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longer periods of time, and there is less chance to observe low-to-high transitions in the window.
For a more detailed examination of the interplay between anomaly type, test type, and path, see

the Supplementary Material.

4.2 Other Anomalous Shapes: Stars and Caterpillars

In Section 2.3, using star windows to scan is discussed. Here, a star anomaly is described. Choosing
one of the moderate out-degree nodes from Path B, namely Node 3 in Table 1, a B Type anomaly
is introduced on every out-edge from that node. Both path and star scanning is performed, and
the results are briefly described below and in more detail in the Supplementary Material.

In addition to a star anomaly, two types of caterpillar anomalies are introduced. Recall from
Figure 2 that the caterpillar shape has a path at its core, and additional edges emanating from
core nodes. The first caterpillar, denoted caterpillar A, has Path A as its core path, along with
two additional anomalous edges emanating from each path node. Referring back to caterpillar A in
Figure 7, the red edges form the core path of the caterpillar, but now the purple edges are included
to form the caterpillar anomaly. This shape reflects a hacker behaving in a subtle way, by changing
only a small number of edges around a path that is embedded in a much larger subgraph.

The second caterpillar, denoted caterpillar B, is also shown in Figure 7, and consists of Path B
at its core, along with every out edge around this path’s nodes, given in purple. This represents
a hacker making many more anomalous edges per hop in the traversal, but the path is embedded
in a much smaller subgraph than caterpillar A. These anomalies were designed to compare the
performance of paths and stars on a mixed path-star anomaly. There are a total of 43, 11, and 174
edges in each of the anomalies, Star, Cat A, and Cat B, respectively.

In simulation, only the HMM model was used on the star and caterpillar anomalies. The

anomaly introduced increased both pg; and p, and the test was for an increase in both of these
parameters. However, for both caterpillar and star anomalies, both star and 3-path shapes were
used to scan.
Results of Path Scanning on Star and Caterpillar Anomalies In Section 4.2 simulations
involving star and caterpillar anomalies were discussed. Visualizations of the scan results for each
type of anomaly are given here, and a more complete analysis is presented in the Supplementary
Material.

In Figure 10, a visualization produced by using a star-shaped window to scan the Caterpillar
A anomaly is given. One can see that when using a star shaped scan most of the anomalous edges

were missed, and many false edges were detected.
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A detection in this setting corresponds to
the union of every scan window which had a p-
value smaller than the FDR threshold. These

shapes may overlap on a set of edges. While

stars do not overlap, paths do, and so for each
detected graph the number of times each edge
appears in any detected path can be collected,
and this count can then be used to color edges . .
in a heat map of the detection. .

A heat map resulting from using a path ertox Logond

®  Anomalous Path
® Additional Anomalous Caterpillar
Other

shape on the anomaly given by Caterpillar A is
Figure 10: Star Scanning Results for Caterpillar A.

presented in Figure 11. On the left, caterpillar Detected edges are plotted in red.

A is plotted, embedded in its 1-hop containing
graph (i.e., all edges emanating from the nodes in the caterpillar). On the right, the path scan

e

Legend

 Anomalous Path Edge Anomaly Level

©  Additional Anomalous Caterpillar High
S ||

Vertex Legend
©  Anomalous Path

©  Anomalous Caterpillar

> Non-Anomalous Detected

(a) Caterpillar A (b) Detection Heat Map
Figure 11: Anomaly Graph and Heat Map For Caterpillar A. The true anomaly is given on the left, with
anomalous edges colored red and purple. The detected heat map is displayed on the right, with darker red
indicating more evidence of an anomaly.

heat map of a single detected window is given. In contrast to the star results in Figure 10, the core

path is now brightly colored, as these edges were detected very frequently. In addition, while some

20



edges may be dim (for this detection), every true anomalous edge is present in this detection graph.
These colors not only give the analyst an ordering of importance of the edges, but also provide an
overall view of the structure of the anomaly. It additionally highlights the ability of paths to form
more general shapes of detection than just the core shape.

In Figure 12, a similar heat map of the path scanning results on the caterpillar B anomaly is
provided. The core path was well detected, and most of the total anomaly was detected. There is
a large star in the upper right of false detections. This is due to a highly connected node sharing

an edge with the true anomaly, allowing paths through that node to intersect the true anomaly.

Edge Anomaly Level
High

Low

Vertex Legend

©  Anomalous Path

©  Anomalous Caterpillar
Non-Anomalous Detected

Legend
©  Anomalous Path
Anomalous Caterpillar

(a) Caterpillar B (b) Detection Heat Map

Figure 12: Anomaly Graph and Heat Map for Caterpillar B. The true anomaly is given on the left, with
anomalous edges colored red and purple. The detected heat map is displayed on the right, with darker red
indicating more evidence of an anomaly.

The two detections in Figures 11 and 12 are fairly remarkable. Of the greater than 90,000
potentially anomalous edges under examination, the method has singled out around two dozen
edges which, in a real network security setting, would be candidates for further examination. These
types of massive reductions are required in order to efficiently capitalize on the limited time that
network security practitioners can devote to any single detection, and gives us confidence that this

method presents a viable option for operational needs.
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5 Real Network Detection

Since the goal with this work is a system that runs in real time, on real networks such as LANL’s
internal network, we considered it an important milestone to run a path scan on real data from
such a network. Therefore, in this section a path scan analysis of data contained in LANL’s historic

data archives is described.

5.1 Implementation Details

The HMM model was used, and the parameters were estimated from real data, starting January
30, 2010, and ending 30 days later, as described in Section 3.4. A test for an elevation in pg;
was performed. Initially, a test of both parameters was attempted, but we encountered several
numerical problems with testing the high-state mean that could only be resolved with a more
custom model for this data. In addition, testing for only a pg1 change had good performance in
simulation, especially when the mean was also anomalously high (see the Supplementary Material
for a discussion of this fact).

Since simulated data was used to set p-value thresholds in the simulations, new thresholds were
required when preparing to scan on real data. Therefore, the next 10 days of data, starting March 2,
and ending March 12, were used to obtain these thresholds, using a discovery rate of one detection
per day. That is, T" was set such that during these 10 days there were 10 distinct “events” that
had a path with p-value less than T, as described in Section 3.7. Finally, the next 20 days were
scanned using 3-paths.

Completely unestimated (new) edges did arise in this data set. For this example, these new
edges were used in enumeration, allowing estimated edges to be “bridged” by these new edges in the
paths. But the data on these new edges did not contribute to the path GLRT score. A modeling
approach that allows for an explicit treatment of new edges is a topic of ongoing work.

In these 20 days, 38 unique detections occurred, which is not unreasonable for this example. One
would expect 20 detections, but the larger number of detections can be attributed to estimation error
in setting the threshold, random fluctuation in the number of detections, and/or some deterioration
of the model fits over time. In practice, a larger sample would be used for setting the threshold,

and these models would be updated over time.

5.2 Description of One Detection

While many of these detections look interesting, we choose to describe the most anomalous one,

i.e. the detection that achieved the minimum p-value in the 38 days, in detail. A heat map of this
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detection, which occurred on March 22, 2010, is provided in Figure 13.

In this figure, a star of 11 nodes around a central . '
node is given, along with a 2-path (red) beginning at .
the central node. This central node is a calendaring
server, and the star nodes around it are user ma- . . ) '
chines making connections to it to get the updated /V.
meeting schedule. The red edge leading out from the ‘//

Edge Anomaly Level

calendaring server is an edge to a user machine (the B

Low .

machine is an email server.

On March 22, at around 11:00 am, this graph was . . ‘

purple node). The edge leading out from this user

detected as anomalous. Each of the edges leading

to the calendaring server were identified once in the Figure 13: Real Detection Heat Map
detected graph, and the two red edges were detected

11 times. This implies that the 11 3-paths starting at each star node all passed through both red
edges.

When a forensic analysis of this graph was conducted, two relevant facts emerged. First, the
rate of counts on the two red edges increased significantly, while the edges leading into the star did
not. This indicated an embedded anomalous 2-path in the 3-paths, which is apparent in Figure
13. Second, it was determined that the purple node changed significantly. Specifically, the purple
machine’s user changed.

Since the user changed, the settings of applications which accessed the network from this com-
puter changed. While this event could be explained by normal network usage, it is nonetheless a
very promising detection. Without the legitimate user change, this would be an extremely inter-
esting anomaly, possibly indicating the presence of a hacker, and one that our security team would
investigate thoroughly. Since the goal was to implement a practical monitoring system that detects

just such anomalies, this finding is very encouraging.

6 Conclusions & Future Work

A method for detecting anomalous activity is described, where data is defined over time on edges
in an underlying graph structure. The need for anomaly detection in this setting is motivated
with the example of a hacker traversing a computer network. Attacks can be very localized, and

so a method of windowing locally in the time x graph space is introduced. In each window, a
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scan statistic indicating whether or not the data in this local window is behaving according to a
historic model is calculated. Many attacks have, at their core, a path that is the result of a hacker
traversing through the network. Therefore, we have introduced k-paths as a versatile type of local
graph window for detecting relevant anomalies.

An online system for analyzing streaming data in real time is described. The system is proto-
typed, and has been run on a variety of simulated and real data sets. The underlying algorithm for
enumerating paths is extremely efficient, i.e., capable of enumerating many billions of local windows
in the graph in seconds. In addition, the results of simulations and a real data example are given.
The simulations provide insight into system performance on a variety of different anomalies and
testing schemes. The real-data example is exciting, since we have detected the very activity we
set out to detect. Heatmaps that should aid in the forensic investigation of detected graphs are
presented. This system will be instrumented on LANL’s computer networks, and we are confident
that it will increase the security of our communications.

Most of our work so far has been focused on the general framework of scanning. Further work
is focused on developing models that better represent computer edge data. The OMM and HMM
presented here are not entirely sufficient to model the network data to our satisfaction. One of the
most important features of the further modeling work involves treatment of new and sparse edges
through the use of a hierarchical model.

In addition, the data exhibit daily and weekly patterns. As seen in Figure 1, the middle part
of the work day has higher counts than at night. Different schedules on different days can also be
seen.

Thus, the parameters of the model should also be allowed to change smoothly through the day,
similar in spirit to the diurnal and weekly patterns modeled on telephone call networks presented
in Lambert and Liu [2006]. While there are many areas for improvement, we are confident that
the basic approach of path scanning will be very effective in identifying anomalous activity within

computer networks.
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